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B pamkax IIOArOTOBKH K rocyJlapCTBEHHO! MTOrOBOW aTTeCTalMH B 2022 romy

(nanee — 'MA) u B COOTBETCTBHH C uH(bOpMAaLKeH, TOCTyNHBIICH H3 DeneparbHO# CITYObI
[0 TEeXHMYECKOMY M IKCTIOPTHOMY KOHTpoo, PenepanbHas cmyx6a no Hamopy B cdepe

06pa3oBaHAs H HAyKH COOOLIaeT.

[pn HamMuu¥  BO3MOXKHOCTH  MPHOCTAHOBHTE pabory 10  OOGHOB/ICHHIO

MPUMEHAEMOTI0 B HHQ)OpMaLlPIOHHbIX cucreMax, 3aIeHCTBOBAaHHBIX IIPH Opr aHU3alluH

WA, HMHOCTPaHHOrO TpOrpaMMHOro obecrieyeHuss W IPOrpaMMHO-
i TIPOHUCXOXKIEHHS KOTOPBIX SBIACTCA CIIA u cTpaHsl
b WX aBTOMAaTHYECKOE LEHTPAM30BaHHOE

u nposeseHud I’
annapaTHbIX CPEeACTB, CTPaHO
EBponeicKkoro coo3a, a TakKe HCKIOYHT
0BHOBJIEHHE IOCPENCTBOM CeTH «IHTEpHET.

B 1e/151X TOBBILIEHNUS 3ALIMIIEHHOCTH CaHTOB,

CBSI3aHHBIX C MOArOTOBKOM M NPOBEACHHEM 'UA, peKOMEHIYeTCA:
cayk6 W  BeG-CEpBHCOB,  HCIONB3YEMBIX

paBMCILlCHHHX Ha MEepUMETpE

3a/1efiCTBOBAHHBIX B XOJ€ Npoueayp,

MpOBECTH ~ MHBEHTApHU3aLMIO
ans  GyHKUMOHHPOBaHHUSA odHUMATBHBIX CaHTOB H
MH(pOPMALMOHHOMH MH(bpacTpyKTYpH! (anee — cyxOBI U BeG-CEpBHUCHI);

OTKJTIOYHTH HEUCIIOJIE3yeMble CITyXKOBI H Be6-CepBHUCHI;

YCHINTB TpeGOBaHUA K NapoJbHON MOJMTHKE aIMHHUCTPATOPOB H To/B30BaTENIeH

caliTOB, MCKJIIOYUB I[pH 3TOM MCI0JIb30BaHHE naponeﬁ, 3aJaHHBIX TI0 YMOJI‘-IRHPIIO,

OTKJIIOYUTH CEPBUCHBIC U HeUCIoJb3yeMble yYE€THbLIC 3aIHuCH;
MOJENACTBHE C NpUMEHEHHEM 3alHIUCHHBIX aKTyaJIbHBIX

obecrneyuTh CETEBOE B3aH
(HTTPS, SSH u fpyrux NPOTOKOJIOB);

Bepcuﬁ NPOTOKOJIOB CETEBOIO B3aUMOJIEHCTBUSA




MCKIIOYHTh TNpPHMEHeHHe Ha caiiTax cepBHCOB mnoxcuera M cbopa JAaHHBIX
O TIOCETHTENAX, CEpPBHUCOB MpPEAOCTAaBICHHS MHOOPMALMM O MECTOMONOKEHHH M HHBIX
CEPBHCOB, pa3paGOTaHHBIX WHOCTPAHHBIMH OpraHM3alMAMM (HATpUMep, CEpPBHUCOB
onthe.io, ReCAPTCHA, YouTube, Google Analytics, Google Maps, Google Translate);

UCKJIIOYHTh BO3MOXXHOCTh MCIIONIb30BaHUs BCTPOEHHBIX BHIEO- W ayauo-(aisos,
HHTepdelicoB Bzaumoneiicteus AP, «BHIKETOB» M APYTHX pecypcoB, 3arpyXkaeMbiX
CO CTOPOHHHMX CaiTOB, 3aMEHUB HX MpPH HEOOXOAMMOCTH THNEPCCBUIKOW Ha TakKue
pecypchbl.

B uensx noBBILIEHHS YCTOWYHMBOCTH CaWTOB K pAacrpe/le/ieHHbIM —aTakaMm,
HanpaBleHHbIM Ha oTKa3 B obcuyxusBanuu (DdoS-arakam), HeoOXOAUMO NPHHATH
CleyIOlIMe NepBOOYepeIHbIe MepbI 3aLIUThl HHPOPMALHH:

obecrieunTh HACTPOMKY TNpaBUJI  CpPEICTB  MEXCETEBOro  SKpaHHPOBaHMA,
HanpaBJIeHHBIX Ha GJIOKUPOBKY Hepa3peleHHOro BXOALIero TpadHuKa;

obecneunts QunbTpannio Tpaduka NPUKIAJHOTO YPOBHSA C NPHMEHEHHEM CPE/ICTB
MEXXCETEBOro 3KpaHUPOBaHMs YpoBHs mpunoxeHuit (web application firewall (WAF)),
YCTaHOBJIEHHBIX B PEXKUM IPOTHBONEHCTBUSA aTaKaM,;

aKTHBHPOBaTh (DYHKLHMM 3aLUMTHI OT aTak OTKa3a B obcmyxuBaHHM (DDoS- arak)
Ha Cpe/CTBaX MEXCETEBOro IKPAHUPOBAHHSA M IPYTHX CPEACTBAX 3aIMThl HHPOpMaIHH,

OrpaHMYMTh KOJMYECTBO IONKIIOYeHMH ¢ Kaxzaoro IP-ampeca (manmpumep,
YCTaHOBMTb Ha BeG-cepBepe napamerp rate-limit);

GnokupoBaTh BXomsumui Tpaduk, nocrynatowmii ¢ IP-agpecos, cTpaHoi
npoucxoxaerus koropbix sBisorcs CIIA, crpansl EBponeiickoro coiosa HIM HHOH
CTpaHO, ABAAIOLIEHCS HCTOYHHKOM KOMITBIOTEPHEIX aTak;

6nokupoBath  TpadHK,  TnocTynaiomui W3 «reHeBoro  Mutepneran
yepe3 Tor-6paysep (CIHCOK y3NIOB, KOTOpble HEOOXOMMMO 3abJOKHPOBATh CONEPIKUTCSA
no azpecy https://www.dan.me.uk/tornodes).

[IpocuM n0BecTH yKazaHHYI0 HH(pOpMaLHMIO 10 00pa3oBaTENbHBIX OpraHU3aluH,
a TaKKe MpPOBECTH HEOOXOAMMBIE MEPONPHUATHA IO TOBBIICHHIO 3alHIIEHHOCTH
MHPOPMALMOHHON MH(GPACTPYKTYPBI, 3aIcHCTBOBAHHON B OpPraHM3allMM M IPOBECHHH
I'HA, ¢ y4eTOM H3/I0)KEHHBIX PEeKOMEHALMUA.
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