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Ha N

B paMKax noarorOBKH K rocynapcTBeHHO
HToroBoÃ aTTeCtaiiHH B 2022 roay

(naneeHA)H B coOTBeTCTBAH C HH¢opMaLine�, noCTynHBIe� 13 DenepaIbHO CHyK6bI

no TexHuecKOMy H 3kcnopTHOMy KOHTpOHo, DeiepanbHas cay*�a no Harsopy B cdepe

o6pa3oBaHAS H Haykn coOóLuaeT.

Ip HaIHYHH B03MOKHOCTH npHOCTaHOBHTb pa�ory o6HOBIIeHHIO

npAMeHAeMoro
B HH¢opMaHOHHbIX CHCTEMax, 3aneñCTBOBAHHbIX npH opraHu3auHH

H npoBeneHHH TA, HHoCTpaHHoro uporpaMMHOro 0�ecneyeHHs H nporpaMMHO-

annapaTHbIX cpencTB, CTpaHo� npoHcxoKAEHHA KOTopLIx aBJIAETCA CIIIA H crpaHbI

EBponeñckoro co1O3a, a TakKe ncKIIOYHTL HX aBTOMaTHYeCKoe yeHTpain3oBaHHOe

o6HOBIeHHe nocpenCTBOM cETH «HHrepHeT.

B uenax noBbILIeHHA3aLuMLueHHOCTHcairOB,3aneñcTBOBaHHbIX
B xone npouenyp,

CBA3aHHDX C noArorOBKOÅ H npoBegeHHeM I'HA,pexOMeHAyeTCA

HHBEHTapr3auwo cAy6 Be6-cepBHcOB,
npoBeCTH

HcnoIb3yeMbIx

dyHKUHOHnpoBaHna odHunanbHbIX
cañroB H pa3meuueHHBIX

Ha nepHMeTpe

HHOopMauHOHHOÄ HHppacrpyKTypi (nanee
-
cnyx�sl H Be�-cepBHCI);

OTKIIOYHTL Hencnonb3yeMble cny*�bi H Be6-cepBHCb;

ycHHT Tpe6oBaHna
K napoIBHO� nonHTHKe aAMHHHCTpATopoB

H noIL3OBATeJTen

cañTOB, HCKIHOYHB np 3ToM Hcnonb30BaHHe naponeñ, 3anaHHbIx no ymoIyaHHIO,

OTKIIOYHTbcepBHCHLIeH Hencnonb3yeMBIe yueTHbIe
3anucH;

o6ecieuTL ceTeBOe B3aHMOAeñCTBHe c mpAMeHeHHeM 3amHmEHHLIX akTyaIbHbIX

BepcH nporokonOB
cereBoro B3aHMOAeñCTBHs (HTTPS,SSH H apyrHx npoTOKoIOB);
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HCKIIOYHTb npHMeHeHHe Ha calrax cepBncoB noAcueTa n côopa naHHbDX

o moceTHTeIRx, cepBHcoB mpenocraBneHna MHdopMaunu o MecCTononOKeHMu n uHBx

cepBHCOB, paspa6oraHHbIX MHOCTpaHHBIMH opraHu3auuaMH (Har�pHMep, cepBHCOB

onthe.io, ReCAPTCHA,YouTube, Google Analyties, Google Maps,Google Translate);

HCKIOYHTb BO3MOKHOCTb Hcnonb3oBaHna BCTpoeHHblx BHAeo- n aynno-dañnOB,

MHTepdercoB B3aHMOAeäcrBna API, «Bu1KeTrOB» H ApyrHx pecypcoB, 3arpyxaeMbX

co CTopoHHHX caTOB, 3aMeHHB Hx npH HeoóxonnMoCTH runepccbLIKoÃ Ha Takne

pecypcbl.

B uenAx mOBBILIeHs ycTo�yHBOcTH ca�roB K pacpeneneHHbIM arakaM,

HanpaBieHHbIM Ha oTKa3 B o6cnyKHBaHHH (DdoS-aTakam), Heo6xoAMMO npHHATb

cneayiouuue nepBoouepenHbieMepsi3amATbI MH¢opMauHn:

o6ecneunTb HacTponky npaBu 9kpaHnpoBaHHA,cpencTB MexceTeBoro

HanpaBieHHBIXHa 6noKupOBKy Hepa3peueHHoro BXOnAIero TpabHka;

o6ecneuTb du1brpauaio Tpaduka npuknanHoro ypoBHI C npAMeHeHHeM cpeaCTB

MexcereBoro 3kpaHupoBaHus ypoBHS mpunoxeHuä (web application firewall (WAF),

ycTaHoBIeHHBIXB pexuM mpoTHBOAeñcrBns arakam;

aKTHBHpOBaTb dyHKuHn 3auHTb oT arak oTKasa B o6cyHBaHHH (DDoS- arax)

Ha cpeiCTBaxMexcereBoro okpannpoBaHu u npyrux cpencTBax 3a1TBI HHHOpMaun;

KoIHueCTBo noAKIIOuenn

ycTaHOBMTBHa pe�-cepBepe napameTp rate-limit);

orpaHnTb c Kaxaoro IP-anpeca (Hampamep,

6nOKHpoBaTb BXOARIA Tpaduk, noCTynaomn c IP-aapecoB, CTpaHo

npoucxoxnenna koropbx ABIRIOTCa ClLIA, cTpaHsi Esponeñckoro co103a HnH MHoH

crpaHon,1BIIOMeNCA ucToUHHKOM KOMIBXOTepHBIxaTak;

6n0KwpoBaTb TpadHK, nocTynaomnn 43 MHTepHera»TeHEBOro

yepes Tor-6pay3ep (cmucoK y3108, xoTopbie aHeo6xoAMMO 3a6noKupoBaTb conepxKHTCA

no anpecy https://www.dan.me.uk/tornodes).

IpocHM AOBeCTH ykKasaHHy1o HHÒopMaHO A0 06pasoBaTenbHbX opraHM3aTHÄ,

a TakKe npoBeCTH HeoóxonAMbie MeponpHsTHA no noBbiweHH1O 3auimeHHOCTH

MHHopMaunOHHOn HH¢pacrpykrypbl, 3aneñCTBOBAHHo� B opraHu3auHH H npoBeneHHW

rHA,c yueTOM H310KeHHbix pekOMeHnaunM

M.K.KpyraMHCKH"

IpoxodbesaEnenaBopmcoBHa

(495) 608-73-76, prokofieva@obrnadzor.gov.ru


