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NMuadopManimoHHas maMsiTKa Jjs
oOy4aroIuxcs s pa3MeIeHUs Ha
o(HUIIHATIbHBIX HHTEPHET-PECypcax

C xaxJbIM rojoM MoJoAeku B HTepHETe CTAHOBUThLCA OOJIbIE, a MIKOJIbHUKU
OJHU W3 CaMblX AaKTUBHBIX IIOJib30Bareie Pynera. Mexay TemM, NOMHUMO
OTPOMHOI'0 KOJIMYECTBAa BO3MOXHOCTeW, MHTepHET HeceT U mpobisiemMbl. ITa
[maMsTKa JOJKHA TOMOYb TeOe 0€30IacHO HAXOIUTHCS B CETH.

KoMIIbIOTEPHBIE BUPYCHI

KoMmbloTepHbIii BUPYC — 3TO Pa3HOBHIHOCTh KOMITBIOTEPHBIX MPOTpaMM,
OTJIMYUTEIBHOM  OCOOCHHOCTBIO  KOTOpPOMl  ABIISIETCS  CIIOCOOHOCTh K
pa3MHOXXKEHHMIO. B jomonHeHne K 3TOMy, BHPYChl MOTYT TOBPEIUTH WU
MOJIHOCTHIO YHUUTOXXUTDH BCe (ailiibl U JaHHBIC, TTOJAKOHTPOJIbHBIE TOJIB30BaTENIO,
OT HIMEHHU KOTOPOTo ObLiIa 3amylieHa 3apaXEHHas MporpaMMa, a TaKKe MOBPEAUTh
WIHM Ja)K€ YHUUTOXUTH ONEPAllMOHHYIO0 CUCTEMY CO BceMHM (paitmamu B 1ienom. B
OOJIBIIMHCTBE CIY4YaeB PacIpOCTPaHAIOTCS BUPYCHI uepe3 MHTepHer.

MeTtoapbl 3alIUTHI OT BPEAOHOCHBIX MPOrPaMM:

Hcnonp3yil COBPEMEHHBIE OINEPALMOHHBIE CUCTEMBI, HMEIOIINE CEPHE3HBIN
YPOBEHB 3aIIMUTHI OT BPEIOHOCHBIX ITPOTPaMM;

[TocTostHHO ycTaHaBnuBai MoYTH (IIM(POBBIE 3aIJIATKH, KOTOPbIE aBTOMAaTUYECKU
YCTAHABJIMBAIOTCS € LIEJIbI0 JOPaOOTKU MPOrpaMMbl) U APyrue OOHOBIICHUS CBOEH
omepanMoHHON cuctembl. CKauuMBall UX TOJBKO C OQUIMATBLHOTO CaiTa
pazpaboturika OC. Ecam cyliecTByeT pexuM aBTOMATUYECKOTO OOHOBIJICHHUS,
BKJIIOYH €T0;

PabGortaii Ha cBoeM KOMIbIOTEpPE IO/ MpaBaMu IMOJb30BATENsA, a HE
aIMUHUCTpaTopa. OTO HE IMO3BOJUT OOJBLUIMHCTBY BPEAOHOCHBIX MPOTPaMM
MHCTAJUIMPOBATHCS] HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

Hcnonb3yit AHTUBUPYCHbBIE IPOTPaMMHBIE IPOIYKTHI U3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;

Orpannub pU3NYECKUN JOCTYH K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIHII;
Hcnonp3yll BHEUIHWE HOCHUTENM WH(MOpPMAIMK, Takhue Kak (QIIelika, TUCK WU
¢aiin u3 UaTepHeTa, TOJIBKO W3 TPOBEPEHHBIX NCTOUYHHUKOB,;

He oTkpbiBail KOMIbIOTEPHBIE (aiiiibl, MOTYUYEHHBIE U3 HEHAIEKHBIX UICTOUHUKOB.
Jlaxxe Te (aiinpl, KOTOpbIe MpHUCial TBOM 3HAKOMBIA. Jlyulne yTOYHHM y HEro,
OTIMPABJISLI JIU OH TeOe uX.



Cetn WI-FI

Wi-Fi — 3T0 He BuJ mepemayn JaHHBIX, HE TEXHOJOTHsS, & BCETO JIHUINb OpEHI,
Mapka. Eme B 1991 romy Huaepianjackas KOMIAHUS 3aperUCTpUpoOBalia OpeH]T
«WECA», urto o0o3nauano cinoBocouetanue «WirelessFidelity», koTopsiii
MEPEBOAUTCS KaK «OeCpOBOAHAS TOUHOCTBY.

Jlo Hamiero BpeMeHHM Joluia Apyras ab0peBuarypa, KOTopast sIBISIETCSI TAKOM ke
TexHoJoruel. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3BaHue OBUIO JaHO C
HAMEKOM Ha CTaHJapT BBICIIHIA 3ByKoBoW TexHuku Hi-Fi, 4T0 B mepeBoje
03HA4YaeT «BBICOKAS TOYHOCTH.

Jla, OecrmaTHBIH HMHTEPHET-IOCTYH B Kade, OTeIsIX M a’pomopTrax SBISETCS
OTJIMYHON BO3MOXHOCTBIO BbIxoZa B MHTEpHEeT. HO MHOrME 3KCIEPThI CUUTAIOT,
yT0 obuenoctynubie WiFiceTu He sSBIIsII0TCS O€3011aCHBIMMU.

CoBeThl 110 0€30MaCHOCTH paboTe B OOIICIOCTYMHBIX ceTsXx Wi-fi:

. He nepenaBaii cBoro ianuHyro nHpopmanuio vepe3 odbuieaocrynueie Wi-FiceTu.
PaboTas B HUX, *elaTelbHO HE BBOJUTH MApOJU JOCTYIA, JIOTHHBI U KaKUE-TO
HOMEPA;

. Ucnonw3yit 1 0OHOBIIS aHTHUBUPYCHBIEC MTPOTPaMMBbI U OpaHaMaysp. Tem cambiM
ThI 00€30MacHIllb CE0s1 OT 3aKaYKU BUPYyCa Ha TBOE YCTPOICTBO;

. IIpun ucnonb3oBanuun Wi-Fiotkmoun ¢ynkuuo «OOumi gocryn k Qaitnam u
npuHTtepam». JlaHHas (yHKIUS 3aKpbiTa MO yMOJIYAHUIO, OJIHAKO HEKOTOPBIC
MOJIb30BAaTEIN AKTUBUPYIOT €€ aid yaoOcTBa MCIOJIb30BaHUSA B paboOTe WM
yueoe;

. He ucnone3yii myOonuunsiii WI-Flnns nepegaun nuuHbIX TaHHBIX, HAPUMED, IJIS
BBIXO/Ia B COL[MAJIbHBIEC CETH WJIH B JICKTPOHHYIO MOYTY;

. Ucnonb3yit Tonbko 3anunieHnoe coeaqunenue yepe3 HTTPS, a ue HTTP, 1.e. npu
Habope BeO-aapeca BBOAU UMEHHO «https://»;

. B moOunbHoMm Tenedone otkmoun (Qynkuuro «llopkmrouenue k  Wi-
FiaBromarnuecku». He gomyckaii aBTOMaTHYECKOTO TOAKIIIOUEHUST YCTPOUCTBA K
cetsim Wi-Fi6e3 TBoero cornacusi.

CormajbHBIE CETH

CormanbHble CETU aKTUBHO BXOJSAT B HAIly >KM3Hb, MHOTHE JIOJM PabOTalOT U
KUBYT TaM IOCTOSIHHO, a B Facebookyske 3aperucrpupoBan MuuIMap] 4eloBeK,
YTO SIBJIIETCS OJHOM CEIbMOM BCEX JKUTEJEH IUIaHeThl. MHOTHE MOJIb30BaTeIu HE
MOHUMAIOT, YTO MH(pOpPMAIIUs, pa3MeIleHHas] UM B COIUAJIBHBIX CETAX, MOXKET
OBITh HaiiZilecHa M MCIOJIb30BaHA K€M YTOJHO, B TOM 4YHCJIE HE 00s3aTeIbHO C
0JIarUMU HAMEPEHUSIMH.



OcHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLIUATIBHBIX CETIX:

. Orpannub cnucok apy3ed. Y TeOs B Jpy3bsSX HE JOJDKHO OBITH CIIy4ailHBIX W
HE3HAKOMBIX JIFOJICH;

. 3alMInaid CBOIO YacTHYIO *U3Hb. He yka3biBail nmapoiu, TenedoHsl, agpeca, AaTy
TBOEr0 POXKACHUS U JAPYIYHO JUYHYIO MH(OpMaLHio. 3I0YMBIIIJIEHHUKH MOTYT
MCIOJIB30BaTh Jake MHPOPMAIUIO O TOM, KaK Thl U TBOM POJUTENIN IJIAHUPYETE
IIPOBECTU KAHUKYJIBI;

. 3amuuiail CBOK pemyTaluio — JEpKU €€ B YUCTOTE M 3ajaBail cebe BOMpocC:
XoTea Obl Thl, YTOOBI JpYyrue MOJb30BAaTENM BHUAEIU, YTO Thl 3arpykaeuib?
[Togymaii, mpexae 4em 4To-To OnyOJUKOBaTh, HAMKCATh U 3arPy3UTh;

. Eciin Tl TOBOpHUILB C JXOABMH, KOTOPBIX HE 3HAClllb, HE MCIIOJIb3YH CBOE
peanbHOE UMS U IPYTYIO0 JTUYHYI0 MH(OpPMALMU: UM, MECTO KUTEIbCTBA, MECTO
y4eObl U Ipoyee;

. N3beraii pasmemienust Qororpaduit B MHTEpHETE, TAE€ Thl H300pakKeH Ha
MECTHOCTH, 10 KOTOPOX MOKHO OIIPEIEIIUTH TBOE MECTOIOJIOKEHHUE,

. IIpu perucrpanyii B COLMAIBHON CETH HEOOXOAMMO HCIOJIb30BaTh CIIOKHbBIE
MapoJiv, COCTOSAIINE U3 OYKB U IIU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE &;

. Jns conmanbHON ceTH, MOYThl W JAPYTUX CAUTOB HEOOXOJMMO HCIOJIb30BATh
pa3Hble maposid. Torma eciu TeOs B3JIOMAKOT, TO 3JIOYMBIIUIEHHUKH MOJIyYaT
IOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

DJIEKTPOHHBIC NICHBI'M

DONEeKTpOHHBIE NEHBIM — 3TO OYEHb YIOOHBIM CMOCOO TIUIaTeX e, OJIHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYUYUTh 3TH JCHBIU.

DJIEKTPOHHBIE JIEHBI'M TMOSIBWIKCh COBCEM HEAABHO M HMMEHHO HM3-3a 3TOTO BO
MHOTHX FOCYJapCTBax A0 CUX IOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (QYHKIIMOHHPYIOT U O HUX YK€ MPOMHUCAHO B 3aKOHE, TJIe MX
pa3IeNsIioT Ha HECKOJBKO BHIOB — aHOHMMHBIC W HE aHOHHMMHBIC. PasHuIla B
TOM, YTO aHOHMMHBIE — 3TO T€, B KOTOPBIX pa3periacTcs MPOBOJAUTH OIMEpaIHH
0e3 wuaeHTH(UKAIMM IIOJb30BaTesA, a B HEAHOHHUMHBIX HACHTH(DUKAINN
IIOJIL30BATEIIS SIBIIAETCSA 00A3aTEILHOM.

Taxxke crhemyer pasnuyaTh  DJICKTPOHHBIE  (uaTHBIE  JeHBrH  (paBHBI
rOCyJapCTBEHHBIM BAIOTAM) WM JJICKTPOHHBIC He(uaTHbIC ACHLIM (HE pPABHBI
roCyJIapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI 110 O€30MaCHOM padOTE C JIEKTPOHHBIMU ACHbIAMU:

. [IpuBsku K cueTy MOOWIBHBIM TelepoH. ITO caMblii yAOOHBIM U OBICTPHIMA
CIoco0 BOCCTAaHOBHUTH JOCTYI K cueTy. [IpuBsi3aHHbBIN TenedoH MOMOXET, eclin



3a0yJiellb CBOM IUIATEKHBIA MapoJib WM 3aifjielllb HAa CalT C HE3HAKOMOTO
YCTPOMCTBA,;

. Ucnonb3yit ogHopa3zoBsie napos. Ilocie nepexona Ha yCHUIIEHHYIO aBTOPU3ALUIO
Tebe yke He OyJeT yrpokarb OMAaCHOCTh Kpa)Xu WIM IepexBara IIaTeKHOTO

apoJis;
. BoiOepu cnoxsblii naposns. [IpectynHukam Oynetr He MPOCTO yrajgaTh CIIOMKHBIM
naposib. HanmexxHble mapoiu — 3TO Naposid, KOTOPBIE COIEp:KAT HE MeHee 8

3HAKOB U BKJIIOUAIOT B C€0sl CTPOUHBIE U MPOMUCHBIE OYKBBI, HUPPHI U HECKOIBKO
CUMBOJIOB, TaKW€ KakK 3HaK Jojulapa, (QpyHTa, BOCKIUIIATEIBHBIA 3HAK U T.IL
Hanpumep, StROng!;;

. He BBoiM cBOM TUYHBIE TaHHBIE HA CAalTax, KOTOPHIM HE JI0BEPSCIIIb.

DJICKTPOHHAS MOYTa

DJIEKTPOHHAsI TI0YTa — 3TO TEXHOJOTHS M NPEAOCTABISIEMBIE €10 YCIYrd IO
MEPEChUIKE U TOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE paCIPEACIISIOTCS B
KOMIBIOTEpHON ceTh. OOBIYHO JJIEKTPOHHBIA TMOYTOBBIA SIIIUK BBITJISIAT
CIEIYIOIMM  00pa3oM: UM _IOJb30BaTENA(@UMSL JOMEHAa. Takke Kpome
nepeayy MPoOCTOTO TEKCTa, UMEETCSI BO3MOKHOCTD TiepeiaBaTh (Daiibl.

OcHOBHBIE COBETHI IO 0€30MaCHON PabOTE C ANEKTPOHHOM MOYTOM:

. Hamo BbIOpaTh mpaBUiibHBINA MOYTOBBIA cepBuc. B MHTepHETe ecThb OrpOMHBINM
BBIOOP OECIUIATHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIYYIE AOBEPSATH TEM, KOIO
3HACIb U KTO NEPBBIA B PEUTHUHTE;

. He ykaspiBali B nuuHOW mouTe JuuyHylo wuHbopmanuw. Hamnpumep, mydiie
BBIOpATh «MY3bIKAIbHBINA _(haHaT@» niu «pok2013» BmMecTo «Temal 3»;

. Ucnonb3yil ABYyX3TalmHyl aBTOPHU3ALMIO. DTO KOrJa MOMHUMO MapoJsi HYXKHO
BBOJUTH KOJI, IPUCHIJIaeMbIil 110 SMS;

. BoiGepu cioxubIil maposib. s KakI0To MOYTOBOTO SITUKA JTOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY NIapOJIb;

. Eciin ecTh BO3MOKHOCTh HalucaTh CaMOMY CBOM JIMYHBIN BOMIPOC, UCHIOJIB3YH ITY
BO3MOXHOCTb;

. Mcnosib3yl HECKOJIBKO TIOYTOBBIX SAIMKOB. [IepBBIN [UIs1 YaCTHOM MEPENMUCKHU C
agpecaramy, KOTOPBIM Tbl JOBEpSACIIb. IJTO JJIEKTPOHHBIM aapec HE HaJIo
MCIIOJIb30BaTh MPU PErucTpalnu Ha Gopymax U caiTax;

. He oTkpsiBaii (aiisibl 1 Apyrue BIOKEHUS B MHChbMaX JaKe €CIM OHU MPUIILIH OT
TBOMX Jipy3ei. JIydllle yTouHU y HUX, OTOPABJISIIN JIK OHU T€Oe 3T (ailiibl;

. Ilocne okoHuaHust pabOTHI Ha MOYTOBOM CEpPBHCE IMEpE] 3aKPbITUEM BKIAJIKU C
caliTom He 3a0y/1b Ha)KaTh Ha «BIATIY.
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KuOepOyuIMHT WK BUPTYaIbHOE U3]1€BATEIIHCTBO

KubepOynnuur — mpeciaeqoBaHue COOOIICHUSAMH, COJSPKAINTUMH OCKOPOJIECHUS,
arpeccuio, 3alyruBaHue; XYyJIWTaHCTBO, COLMAIbHOE OOWKOTHPOBAHHE C
MTOMOIIIBIO PA3JTMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 OOpHOE ¢ KUOESPOYIJUTMHTOM:

He Opocaiics B 00i. Jlyummuii cnoco0: MOCOBETOBAThCS Kak ce0si BECTH U, €CJIH
HET TOro, K KOMY MOXHO OOpaTUThCS, TO BHadalle yCHOKOUThCA. Ecam T
HaYHElIb OTBEYaTh OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €IIe OOoJbIIe
Pa30XOKeIb KOH(MDIIUKT;

VYrpapistit cBoel kKubeppenyTaluei;

AHOHUMHOCTh B ceTH MHHMMas. CyIlIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

He cTout Bect XyJquraHckuii 00pa3 BUPTyadbHOU kU3HU. VIHTEpHET (pUKCUpyeT
BCE TBOU JICHCTBUS U COXPAHSET UX. Y JAIUTh UX OyAeT KpailHe 3aTPyIHUTEIbHO;
Coburonail cBO# BUPTYaJIbHYIO YE€CTh CMOJIOY;

Urnopupyit eauHuuHblii HeraTuB. OJHOPA30BBIE OCKOPOMTEILHBIE COOOIICHUS
Jydiie urHopupoBaTh. OOBIMHO arpeccus MpeKkpaiaeTcs Ha HadyaabHOUM CTaIuH;
ban arpeccopa. B mporpammax oOMEHa MIHOBEHHBIMU COOOIIICHUSIMU, B
COLIMAJIBHBIX CETSX €CTh BO3MOKHOCTh OJOKMPOBKH OTIPAaBKH COOOILIECHHI C
ONIPEACIIEHHBIX A/IPECOB;

Ecomu Th1 cBugerens kubepOysuivHra. TBOM JIEUCTBUS: BBICTYNUTH IPOTHUB
MpeCciIeIOBaTENA, MMOKa3aTh €My, YTO €ro JACHUCTBUS OLEHUBAIOTCA HETaTHBHO,
MOJJIEPKATh KEPTBY, KOTOPOW HY)KHA TICHXOJOTHYECKasl MOMOIIb, COOOIIHTH
B3pPOCJIBIM O (PaKTe arpecCUBHOTO MOBECHUS B CETH.

MoOubpHBIN TeaePOoH

CoBpemeHHbIe cCMapT(OHBI W TUIAHIIETHI COJEPKAT B ce0€ BIIOJHE B3POCIIBIN
byHKIIMOHAT, W Temepb OHU MOTYT KOHKYpHpPOBaTh CO CTallMOHAPHBIMU
KomIibtoTepamMu. OHaKO, CPEJCTB 3aTUTHI JIJI1 MOAOOHBIX YCTPOMCTB MOKAa OYEHb
Mano. TeCTHpOBaHME W TOUCK YSI3BUMOCTEM B HHUX HPOUCXOAUT HE Tak
MHTEHCHUBHO, Kak s IIK, To e camoe kacaeTcsi U MOOMJIbHBIX TTPUJIOKECHUH.

CoBpeMeHHBIE MOOWJIBHBIC Opay3epbl YK€ MPAaKTUYCCKH JTOTHAIW HACTOJIbHBIC
aHAJIOTH, OJIHAKO paclIupeHrne (QyHKIIMOHAJa BIEYET 3a CO0O0H OONBIIYIO
CIIO’)KHOCTh ¥l MEHBIITYIO 3aIIUIICHHOCTD.

I[&J'ICKO HC BCC TIIPOU3BOAUTCIIN BBIITYCKAIOT O6HOBH€HI/ISI, 3dKPBIBAIOIINC
KPUTHUYCCKUC YA3BUMOCTHU TJIsI CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI JJIA 0e30IMacHOCTH MOOMIILHOTO TGJ'IC(l)OHaI
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Huuero He siBisieTCs HO-HACTOSIIIEMY OeCIUIaTHBIM. ByJib OCTOpOKEH, BElb KOT/1a
Tebe mpeasiaraloT OecCIUIaTHBIH KOHTEHT, B HEM MOTYT OBITb CKPBITHI KaKHUe-TO
IJIATHBIE YCIIYTH;

Hymaii, npexae yeM otnpaButb SMS, ¢poro miau Bumeo. Tel TOYHO 3HACIIb, TC
OHM OyAyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OOHOBIISITH ONIEPAIMOHHYIO CUCTEMY TBOETO CMapT(oOHa;
Hcnonb3yil aHTUBUPYCHBIE POTrPaMMBI JIJIs MOOMIIBHBIX TEIE(OHOB;

He 3arpyxail mpuioXeHUsi OT HEU3BECTHOTO HCTOYHMKA, BEIb OHU MOTYT
COJIEPKATh BPEJOHOCHOE MPOTPAMMHOE 00ECIICUCHHUE;

[Tocne Toro kak Thl BBIMCIIH C CalTa, IJIe BBOJWI JIMYHYIO HHGOPMALIHIO, 311
B HaCTPOWKHU Opay3epa u yaanu cookies;

[lepuoguuecku nOpoBEPSH KaKWE IUJIATHBIE YCIYTM aKTHBUPOBAHbI HA TBOEM
HOMEPE;

JlaBaii cBOMi HOMEp MOOMJIBHOTO TeNie(OHA TOJIBKO JIHOJISIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSICIIIb;

Bluetoothmomxken ObITh BBIKIIIOUEH, KOTJa Thl UM HE MoJib3yenibes. He 3a0biBait
MHOT/Ja IPOBEPSATH 3TO.

Online-urpsr

CoBpeMeHHbBIC OHJIAWH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUCHHUSI,
OOBEIMHSAIONINE COTHU THICSY YEIOBEK IO BceMy MHpy. Mrpoku wucciemyror
JTaHHBIM UM MHp, OOIIAIOTCS APYT C APYTOM, BBIOJTHSIOT 3aJaHUS, CPAKAIOTCS C
MOHCTPaMH M TIOJIyYalOT OIBIT. 3a YIOBOJBCTBHE OHM ILIATAT: TMOKYMHAIOT JIHCK,
OTJIAYMBAIOT AOOHEMEHT WX MTPUOOPETAIOT KAaKUe-TO OTIIUH.

Bce 3t cpenctBa uayT Ha MOJAJEpKaHUE M PAa3BUTHUE WUIPhI, @ TAKXKE HA camy
0€30IaCHOCTh: COBEPILEHCTBYIOTCSI CUCTEMBI aBTOPHU3ALIMHU, BBIITYCKAIOTCSI HOBBIE
natyd (uu@poBble 3amjaTKU JUIsl MPOrpamM), 3aKpbIBAIOTCS  YS3BUMOCTH
CEPBEPOB.

B momgo0HBIX UTpax CTOUT OMacaThCsi HE CTOJBKO CBOHMX COTEPHUKOB, CKOJBKO
Kpakd TBOErO TMapojisi, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3ALNU
OOJILIIMHCTBA UTD.

OCHOBHBIE COBETHI IO OE30ITaCHOCTH TBOETO HUI'pOBOI'0 aKKayHTa:

Ecou apyroit urpok BemeT ceOsS IJIOXO WM CO3/MaeT TeOe HENMPHUATHOCTH,
3a0JIOKUPYH €T0 B CITUCKE UTPOKOB;

[Toxanmyiics agMUHHCTpaTOpaM WIPbl HAa IUIOXOE ITOBEAECHHE 3TOrO0 MIPOKA,
KEJAaTeJIbHO MPUIIOKUTH KAaKHE-TO JOKA3aTeJIbCTBA B BUAE CKPUHOB,;

He ykasbiBait tnunyo uHopmaruio B mpodaie urpsl;

VYBaxkail ApYrux y4aCTHUKOB IO UTPE;

He ycranaBnuBail HeopulaibHbIE TATYU U MOJIBI;

Hcnonb3yii CIOKHBIE U PA3HBIE MTAPOJIIH;
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]lax(e BO BpEMs HUI'Pbl HC CTOUT OTKIIHOYAThb aHTHUBHUPYC. IToka TeI HUrpaciib, TBOU
KOMIIBIOTCP MOTYT 3apa3uTh.

OUINUHT UIn KpazKa JINIHbIX JadHHbIX

OOBIUHOM Kpaxkel AEHEr U JOKYMEHTOB CEroJIHs YK€ HUKOIO HE YAMBHUIIb, HO C
Pa3BUTHEM  WHTEPHET-TEXHOJIOTUM  3JIOYMBIIUICHHUKH  I[IEPEMECTUINCH B
WNHTepHeT, 1 IpOJ0JIKAIOT 3aHUMATHCS «JTIOOUMBIMY JIEJIOM.

Tax nosiBuIach HOBasi yrpo3a: UHTEPHET-MOIICHHUYECTBA WM (DUILIMHT, TJ1aBHAS
eJdb KOTOPOrO COCTOMT B  MOJYYEHUH KOH(PUIACHUMAIBHBIX  JIaHHBIX
M0JIb30BaTENIEl — JIOTMHOB M maposeil. Ha anrnuiickom si3bike phishingunraercs
kak ¢umuHr (ot fishing— psiOHas g0BIs, password— naposs).

OcHOBHBIE COBETHI 110 O0pHOE ¢ (QPUITUHTOM:

Cnenu 3a cBouM akkayHTOM. Eciu Thl mojo3peBaelllb, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJUMO 3a0JOKHMPOBATh €€ W COOOIIUTHh aIMUHHUCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpEe;

Wcnone3yii Oe3omacHble BeO-cailThl, B TOM YHCIE, WHTEPHET-Mara3uHoOB U
IIOUCKOBBIX CUCTEM;

Hcnonb3yil cnokHble U pa3Hble mapoiu. TakuMm o0pa3oMm, eciu TeOsl B3JIOMAIOT,
TO 3JIOYMBIIIJIEHHUKH MOJYy4YaT JOCTYH TOJBKO K OAHOMY TBOEMY NpPOQuUiI0 B
CETH, a HE KO BCEM;

Eciu Tebs B3nomanu, TO HEOOXOAUMO NPEIyNpPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe J00aBIeHbI Y TeOS B IpY3bsAX, O TOM, UTO T€OS B3JIOMAJU U, BO3MOXKHO,
OT TBOETrO UMEHU OYAET pacchlaThCs CllaM U CChUIKM Ha (PUILIMHTOBBIE CANTHI;
VYcranoBu HagexHbli napois (PIN) Ha MOOUIBHEIN TenedoH;

OTkJII04M COXpaHEHHE Maposis B Opaysepe;

He oTkpbiBail (haiinbl U Ipyrue BIOKEHUS B MUChbMAaX )K€ €CJIM OHU MPUIUIA OT
TBOUX JApy3ei. Jlyuie yTouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TU (Hailsibl.

[{udpoBas penyTamus

[udposas pemyTaiusi — 3TO HETaTUBHAS WM NMO3UTUBHAA MHPOPMAIUS B CETH O
tebe. Komnpomerupyromas uHpopmaiusi, pazMeiieHHas B MuTepHeTe MoOXkeT
CEepbe3HbIM 00pa3oM OTpa3uThcsi Ha TBOeW peanbHOM ku3HU. «L{udposas
penyTaius» — 3TO TBOW UMUK, KOTOPbIA (hopmupyercst u3 uHbopmanuu o Tede
B lHTepHeTE.

TBoe MecTo KUTCIJIBCTBA, yqe6f>1, TBOC (bHHaHCOBOG ITOJIOKCHUC, 0COOEHHOCTH
XapaKTepa U paCCKa3bl O OJIM3KHX — BCE 3TO HaKaIUIMBAETCs B CETH.



MHorHe TMOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMWKauk JIAYHON
nHpopmanuu B MHTEpHETE, HE MMOHUMAsi BO3MOXKHBIX MOCHeNCTBUN. Thl naxe He
CMOXKEITb IOTaaaThCsi 0 TOM, 4yTo (oTorpadus, pa3MerieHHas 5 JeT Ha3al, crajia
NPUYMHON OTKa3a MPUHSITH TE€Os Ha paboTy.

KommenTapun, pasmenienne TBoux Qororpaduii u apyrue ACHCTBUS MOTYT HE
MCYE3HYTh JaKE MOCJE TOTO, KaK Thl MX YJAJIHIIb. Thl HE 3HACIIb, KTO COXPaHMUII
ATy HH(OPMAIHUIO, MTOTIAJIa JTU OHA B MOMCKOBBIC CHCTEMBI U COXPaHUJIACh JIM OHA,
a TJIaBHOE: YTO TOyMAlOT O Te0e OKPYIKaroIee IO, KOTOPbIe HAUAYT U YBUIAT
sT0. Halitn mH(pOpMaIMio MHOTO JIET CITYCTS CMOXKET JII00OM - Kak U3 JOOpBIX
MoOYXKJIeHU, TaK W C HAMEPEHHEM MPUYUHUTH BPEA. DTO MOXKET OBITh KTO
YTOJTHO.

OcHOBHBIE COBETHI IO 3aIUTE U(PPOBON pemyTaINH:

. [logymaii, mpexae yeM 4To-To MyOJIMKOBAaTh U MepeaaBarh y ceds B OJore uiu B
COIIMAJILHOM CETH;

. B Hactpoiikax npoduis ycTaHOBH OrpaHUYEHHUs Ha IPOCMOTP TBOETo Npoduis u
€ro COAEPKUMOT0, CAETIAl €T0 TOJBKO IS APY3Ei»;

. He pa3memaii u He yka3piBaili WH(}OpMaLHIO, KOTOpas MOMXKET KOro-iubdo
OCKOPOJISITh WU OOMKATh.

ABTOPCKOE MPaBo

CoBpeMeHHbIC  IIKOJBHUKWA —  aKTHBHBIE  TOJB30BAaTE€Id  LHU(PPOBOTO
npoctpancTBa. OIHAKO JaleKO HE BCE 3HAIOT, YTO TOJb30BaHUE MHOTUMH
BO3MOKHOCTSIMH  IupoBoro  Mupa TpeOyeT coOMrofeHuss TpaB  Ha
WMHTEIUIEKTYJIbHYI0 COOCTBEHHOCTb.

TepMuH «UHTEIUIEKTyallbHasi COOCTBEHHOCTH» OTHOCHUTCA K  Pa3jIMYHBIM
TBOPEHHUSAM YEIOBEYECKOTO0 YMa, HAUYMHAs C HOBBIX HM300PETCHHI W 3HAKOB,
0003HaYaOMNX COOCTBEHHOCTh HAa MPOIYKTHI M YCIYTH, U 3aKaHYMBAs KHUTAMH,
doTorpadusimMu, KHHOPUIBMAMH U MYy3bIKQIBHBIMU TTPOU3BEIACHUSIMHU.

ABTOpCKHE mMpaBa — OHTO IMpaBa HAa HHTEUIEKTyalbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUS HAYKH, JTUTEPATYPbl U HCKYCCTBA. ABTOPCKHUE MPaBa BBICTYNAIOT B
KadyeCTBEe TapaHTUHM TOTO, YTO HWHTEIICKTYaJIbHBIN/TBOPUYECKUN TPYya aBTOpa HE
Oyzner HampacHbIM, JacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yJibTatax CBOEro TPYyJa, MOJY4YUTh WM3BECTHOCTh M mpu3HaHue. Hukto Oe3
paspelieHrus aBTOpa HE  MOXKET BOCIPOU3BOAUTH €r0  IPOU3BEICHUE,
pacrpoCTpaHsiTh, MNyOJUMYHO JIEMOHCTPUPOBATh, MPOJaBaTh, HUMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJIMYHO HUCHOJIHSIThH, MOKA3bIBATH/UCIIONHATh B dPupe win
pasMmeniats B IHTepHeTe.



Hcnonb30BaHWEe «IUPATCKOTO0» MPOTPAMMHOTO OOECIIEUECHHSI MOXKET MPUBECTU K
MHOTUM PHUCKaM: OT MOTEPHU JAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOWCTBA, TJI€ YCTAaHOBJICHHBIM HE JierajbHas mnporpamma. He cTouT Takke
3a0bIBaTh, YTO CYIIECTBYET JIeTaJbHBIC W OECIIaTHBIC MPOTPAMMBI, KOTOPBIC
MO>KHO HAlTH B CETH.

O nopraine

CereBUYOK.p() — TBOW TJIaBHBIA COBETUMK B CETH. 3€Ch Thl MOXKEIIb y3HATH O
0€30IIaCHOCTH B CETU MOHSITHBIM U JIOCTYIHBIM SI3bIKOM, & MPH BO3HUKHOBEHHH
KPUTUYECKOW CHUTyallun OOpaTUThCSA 3a COBETOM. A TakKe MPUHATH Yy4acTUE B
KOHKYpCax M CTaTh CaMbIM LIU(PPOBBIM Ipak TaHUHOM !
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